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Personal and Confidential


HIPAA Security Rule 	Administrative Safeguards
Standard - 				Contingency Plan
Implementation Specification - 	Data Backup Plan

	Data Backup Plan

	Safeguard: Administrative
	Federal Register
	Required/Addressable

	Contingency plan
	68 Federal Register 8377 45 CFR 164.308 (a)(7)(ii)(A)
	Required

	Requirement: Establish and implement procedures to create and maintain retrievable exact copies of electronic protected health information.
Policy: Our practice will ensure backups are done for systems that contain electronic protected health information.
Procedures: Our local system backups are backed up daily to a local tape backup, the data is encrypted, and the backup taken offsite physically for contingencies.  The local servers are on mirrored drives to provide a secondary solution.  
Backups are confirmed daily by the EHR provider NextGen per contractual agreement.














HIPAA Security Rule 	Administrative Safeguards
Standard - 				Contingency Plan
Implementation Specification - 	Disaster Recovery Plan (Contingency Plan)

	Contingency Plan

	Safeguard: Administrative
	Federal Register
	Required/Addressable

	Contingency plan
	68 Federal Register 8377 45 CFR 164.308 (a)(7)(ii)
	Required

	Requirement: Establish (and implement as needed) policies and procedures for responding to an emergency or other occurrence, such as fire, vandalism, system failure, or natural disaster, that damage systems containing electronic protected health information.
Policy: Our practice will respond to emergencies that may impair the computer systems and electronic protected health information. 
Procedures: For securing our ePHI our practice utilizes a contingency plan that we established to ensure business continuity in the event of a total outage.  
In the event of a physical disaster or total outage of our local server at our practice we would:
1. Contact HIPAA Security official
2. Rush purchase new server(s) with overnight shipping
3. Work with EHR vendor and IT to get software reinstalled and extrapolate data from offsite or onsite backup.










HIPAA Security Rule 	Administrative Safeguards
Standard - 				Contingency Plan
Implementation Specification - 	Emergency Mode Operation Plan

	Emergency Mode Operation Plan

	Safeguard: Administrative
	Federal Register
	Required/Addressable

	Contingency plan
	68 Federal Register 8377 45 CFR 164.308 (a)(7)(ii)(C)
	Required

	Requirement: Establish (and implement as needed) procedures to enable continuation of critical business processes for protection of the security of electronic protected health information while operating in the emergency mode.
Policy: Our practice will build and use, as needed, an emergency mode operation plan
Procedures: This is a low risk for us as access to our practice management/EHR system is secure (either via local area network access or encrypted channels) regardless if in emergency mode or not.   In the event of a long term outage we would resort to paper charts as a stop-gap measure.  














HIPAA Security Rule 	Administrative Safeguards
Standard - 				Contingency Plan
Implementation Specification - 	Testing and Revision Procedure

	Testing and Revision

	Safeguard: Administrative
	Federal Register
	Required/Addressable

	Contingency plan
	68 Federal Register 8377 45 CFR 164.308 (a)(7)(ii)(D)
	Addressable

	Requirement: Implement procedures for periodic testing and revision of contingency plans.
Policy:  Our practice will ensure that we confirm the data backups daily to ensure electronic protected health information (ePHI) data can be restored in the event of an emergency.  
Procedures: Our HIPAA Security official is responsible for ensuring our backups of electronic protected health information are sound.  
Our backups are confirmed daily by our EHR vendor per contractual agreement.  
















HIPAA Security Rule 	Administrative Safeguards
Standard - 				Contingency Plan
Implementation Specification - 	Applications and Data Criticality Analysis

	Applications, Data Criticality Analysis

	Safeguard: Administrative
	Federal Register
	Required/Addressable

	Contingency plan
	68 Federal Register 8377 45 CFR 164.308 (a)(7)(ii)(E)
	Addressable

	Requirements: Assess relative criticality of specific applications and data in support of other contingency plan components.
Policy: Practice has determined the applications and data that are most critical for operation of the business and has prioritized these applications and data as the first to be restored in the event of a disaster.
Procedures: It is clearly understood that access to the practice management EHR is the first priority in the event of a disaster.  However our practice can operate without the EHR for a reasonable time (no more than 5 days) by just using paper.  And per the contingency plan our practice EHR system would be rebuilt and data reinstalled from either our onsite or offsite backup solution.   












HIPAA Security Rule 	Physical Safeguards
Standard - 				Facility Access Controls
Implementation Specification - 	Contingency Operations

	Contingency Operations

	Physical Safeguard Standard
	Federal Register 
	Required or Addressable

	Facility access controls
	68 Federal Register 8378 45 CFR 164.310(a)(2)(i)
	Addressable

	Requirement: Establish (and implement as needed) procedures that allow facility access in support of restoration of lost data under the disaster recovery plan and emergency mode operations plan in the event of an emergency.
Low Risk: This is a low risk for us as it relates to electronic protected health information due to redundant backup solutions.  However it is clearly known who needs access to the facility in the event of a disaster as it relates to electronic protected health information. 
















HIPAA Security Rule 	Technical Safeguards
Standard - 				Access Control
Implementation Specification - 	Emergency Access Procedure

	Emergency Access Procedure

	Technical Safeguard Standard
	Federal Register 
	Required or Addressable

	Access control
	68 Federal Register 8378 45 CFR 164.312(a)(ii)
	Required

	Requirement: Establish and implement, as needed, procedures for obtaining necessary electronic protected health information during an emergency.
Policy: HIPAA security official has developed methods of accessing information that the practice needs in the event of an emergency or disaster.  The security official will be responsible for providing emergency access to electronic protected health information, including restoration or recovery of any loss of such information and the systems required to make the practice’s electronic protected health information accessible in a timely manner.
Procedures:   Regardless of cause, an interruption in accessing a patient’s medical information could hinder the practice’s ability to provide appropriate treatment, thereby posing a risk to the patient’s health.
Our workforce members are fully cognizant of what to do and who to contact if they cannot access our system.  
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